Immunization information systems (IISs) are confidential, population-based, computerized databases that record all immunization doses administered by participating providers to people residing within a given geographic area. 1 Wellmaintained IISs can generate a patient's complete immunization history by consolidating vaccination records from different providers. They have the potential to solve an age-old problem in immunization recordkeeping-incompleteness caused by the movement of patients from one jurisdiction to another. When IISs are able to exchange real-time, bidirectional data among jurisdictions, they allow providers to effortlessly query immunization information in a different jurisdiction and correctly assess a patient's immunization status. This ability to assess immunization status can reduce missed vaccination opportunities and prevent over-vaccination in everyday practice and during outbreaks or natural disasters. The exchange of IIS data also can support public health by generating more accurate jurisdiction-level reports, thereby enhancing efforts to target communities with low vaccination rates. However, to meet their potential, IISs must be able to share data across jurisdictions, something that is not possible for many IISs because of a lack of time, money, other resources, or the absence of necessary legal agreements.
ADDRESSING BARRIERS TO IIS CROSS-JURISDICTIONAL DATA EXCHANGE
A 2012 study found that 36 of the nation's 53 IIS programs had the authority to transmit or allow access to immunization data across state borders, but only 29 of the programs with authority were actually exchanging data, 2 and only 11 programs 3 were regularly sharing immunization information using real-time or batch file exchange. Many more states and territories would like to be able to exchange IIS information but are not able to do so because of laws that prohibit data transmission across state borders, or because of a lack of consistent business processes for cross-jurisdictional data exchange. Recognizing this problem, in 2014, the Association of State and Territorial Health Officials (ASTHO) held a meeting to further examine ways to achieve wider use of IIS cross-jurisdictional data sharing.
The meeting had been proposed by ASTHO's Infectious Disease Policy Committee (IDPC), a small group of public health professionals that provides a national perspective on immunization issues, informs ASTHO policy on immunization, and directs ASTHO's immunization initiatives. After the committee heard about a recent influx of temporary workers entering North Dakota and the difficulties faced in obtaining their immunization records from other states, the IDPC recommended a meeting among key stakeholders from the top five states where a majority of the temporary workers originated. The purpose of the meeting was to bring together state legal, policy, and technical staff members to discuss the problem and develop practical solutions. For some states, this meeting was their first opportunity to meet with other states to discuss this topic.
As a consequence of the meeting, ASTHO is collaborating with the Network for Public Health Law to develop a template IIS cross-jurisdictional data-sharing memorandum of understanding. Initially, the memorandum of understanding will be piloted in the states that participated in the meeting, but it could serve as a model in other states in the future.
ASTHO is continuing to evaluate the current capacity of states to share data across jurisdictions and is planning to identify best practices. One suggested solution, for example, has been the development of a Cloud-based public health community platform, a modular information technology platform that would enable jurisdictions to share data, infrastructure, and applications. Ideally, the platform could address many common cross-jurisdictional data exchange barriers and provide the necessary governance and data standardization.
THE NEED TO ACHIEVE IIS CROSS-JURISDICTIONAL DATA EXCHANGE
The goal of creating an easy-to-use data exchange system that can provide a complete immunization history for every child and adult, even those who have moved to another state, is attainable. The technology to do so exists, and in many states the legal authority is in place. But adequate resources for states and a unified approach to implement IIS data exchange are needed.
Additionally, it is imperative that standard business rules are in place to maintain uniformity and facilitate the ease of sharing data. Regardless of the type of data exchange solution ultimately developed (e.g., real-time vs. weekly exchange of batch files), IIS programs must establish mutually agreed-upon standards and algorithms for standard data fields, consistent triggers to establish the exchange of information, universal methods to ensure that the correct patient is identified, and agreed-upon opt-out policies. IIS programs also must assure that transport mechanisms are interoperable and that upgrades in message standards are adopted consistently. In some cases, IIS programs must make technical upgrades to their current systems to achieve real-time, bidirectional data exchange. More resources are needed to enhance current IIS program functions and elevate data exchange to a higher level of priority.
Legal barriers also must be overcome. Some IISs might not have the legal authority needed to share data with other jurisdictions. The template agreement now being developed by ASTHO and the Network for Public Health Law will be useful for states that have the legal authority to share data. For other states, solutions might include creating a standard model or uniform law, although the process of creating uniform laws can be lengthy.
CONCLUSION
ASTHO applauds the National Vaccine Advisory Committee (NVAC) for its continued support to strengthen IIS cross-jurisdictional data exchange. The NVAC Statement of Support Regarding Efforts to Better Implement How IIS cross-jurisdictional data exchange can improve immunization: an example Before Data Exchange A child, who previously lived in a different state, presents in a pediatrician's office with an unknown vaccination status. The health-care provider recommends that the parent try to locate the vaccination record from the child's previous provider or explains that it is not problematic to receive additional doses of vaccine to ensure the child is fully immunized. This scenario leads either to overvaccination or the child being vulnerable to disease.
After Data Exchange
A child, who previously lived in a different state, presents in a pediatrician's office with an unknown vaccination status, and a health-care provider is able to query the IIS in a different state. A secure message containing a unique identifier is routed through a transport hub between the two states. The healthcare provider receives real-time information about the child's immunization status and is able to give the appropriate vaccines.
IIS 5 immunization information system IIS-to-IIS Data Exchange Across Jurisdictions 4 emphasizes the value of IIS cross-jurisdictional data exchange and the need to further bolster implementation. The future of IIS cross-jurisdictional data exchange is bright, but only if the remaining barriers can be addressed. ASTHO is committed to strengthening IIS programs by working with federal and non-federal partners to make sure people receive the vaccinations they need.
